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MockBa

006 yrBepxaennn TpeboBanuii No obecrneyeHH0 0€30NaCHOCTH NMEPCOHAIBHBIX
AAHHBIX B TAMOxkeHHbIX opraHax Poccuiickoi Peaepannn, opraHu3anHsX,
Haxoasmuxcs B BeaeHHH ®TC Poccuu, npn nx o6pab6oTke B HHPOPMaLHOHHBIX
CHCTEMAaX MePCOHANBHLIX AAHHBIX TAMOXKeHHBIX opranoB Poccuiickoii ®enepauuu

B cootBercTBHH ¢ DenepanbHbM 3akoHoM oT 27 uiond 2006 r. Ne 152-03
«O nepcoHansHbIX AaHHBIX» (CoOpaHue 3akoHoaarenscTBa Poccuiickoit ®enepaumm,
2006, Ne 31 (u. I), ct. 3451; 2009, Ne 48, ct. 5716; Ne 52 (u. I), cT. 6439; 2010, Ne 27,
cT. 3407; Ne 31, ct. 4173, c1. 4196; Ne 49, ct. 6409; 2011, Ne 23, cr. 3263; Ne 31,
cT. 4701; 2013, Ne 14, ct. 1651; Ne 30 (u. I), ct. 4038; Ne 51, cT. 6683; 2014, Ne 23,
cT. 2927; Ne 30 (4. I), ct4217) u nocraHoBineHueM IlpaBurtenncrtBa Poccuiickoi
®ecnepaunn or 21 Mapra 2012 r. Ne 211 «OO6 yTBEep)KAEHHH @EPEYHSI MeEp,
HallpaBJCHHBIX Ha oOeCriedyeHHe BBIMOJIHEHUA OOSA3aHHOCTEH, IIPEAYCMOTPEHHBIX
®enepantbHEIM 3aKOHOM «O NepCOHANBHBIX JaHHBIX» U NPHHATBIMH B COOTBETCTBHH C
HHM  HOpDMaTHBHBIMM  NPAaBOBbIMH  aKTaMH, ONEpaTOpaMH,  ABJISIOLHMHCA
rocyJapCTBEHHbIMH HJIM MYHULMNANbHBIMH opraHamu» (CoOpaHue 3aKOHOAaTeNbCTBa
Poccuiickoit ®enepauun, 2012, Ne 14, cr. 1626; 2013, Ne 30 (u. II), ct. 4116; 2014,
Ne37,c1.4967)npuka3biBalo:

1. YTBepauTe npunaraeMele TpeboBaHMsA mno olecnedyeHUIO 0€30MacHOCTH
EPCOHANBHBIX JAaHHBIX B TaMOXXEHHBIX opraHax Poccuiickoit ®Denepanum,
opraHusanusax, Haxoasmuxcs B BeaeHun OTC Poccuu, npu Hx o6paboTke
B HH(OPM2aLMOHHBIX CHCTEMaxX MEePCOHAIBHBIX JAHHBIX TAMOXEHHBIX OpraHoOB
Poccuiickoit ®eaepauuu.

2. HayaneHukam CTpyKTypHbIX mnogpasaenenuii ®TC Poccun, pernoHanbHBIX
TaMOXXEHHBIX YINpPaBJICHHH, TaMOXXeH, HenocpeacTBeHHo noaquuHeHHsIX OTC Poccum,
H PYKOBOIMTEJAM y4dpexaeHui, Haxonsmuxca B BegeHnu O®TC Poccuu, obecneduts
JIOBEICHHE HACTOSALUEro IpHKa3a [0 CBEAECHHSA MOAYMHEHHBIX JO/DKHOCTHBIX JIUL
¥ pabOTHHKOB.

3. KoHTponb 3a HCIONHEHHEM HACTOAIUETO TNpPHKA3a BO3JIOXKHTHD Ha
cTaTc-cekperaps — 3amectuTelns pykoBoaurens ®TC Poccun T/H. INonenneesy.

JE€ACTBHUTEJBHBIN MOCY1apCTBEHHBINA COBETHHUK

TaMOXXeHHOH ciyxO6b! Poccuiickoit ®enepauny” A.IO. benbsHUHOB

P /
YKOBOIHUTEND P ]
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TpeboBanus no obecneyennIo 6e30NaACHOCTH NEPCOHAIBHDLIX JaAHHBIX B
TaMoXKeHHbIX opraHax Poccuiickoii @eaepannn, opraHH3auHaX, HAXOASHIHXCH B
BeaeHHn @TC Poccun, npu Hx 06paboTke B HHPOPMALHOHHBIX CHCTEMAX
NepPCOHANBbHBIX AAHHBIX TAMOXKEHHbIX OpraHoB Poccuiickoii ®enepanuu

I. Obwmue nonoxeHus

1. Hactosimue tpebGoBanus pa3paboTaHel B COOTBETCTBHM C MNOCTaHOBJICHHEM
[paBurensctBa Poccuiickoii @epepauuu ot 1 Hoabpa 2012 r. Ne 1119
«06 yTBep)KAeHHH TpeOOBaHHIA K 3allldTe EPCOHAIBHBIX AaHHEBIX MPH UX 00paboTke B
HHQOPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX AAaHHBIX» (CobpaHHe 3aKOHOAATENbCTBA
Poccuiickoit ®epmepaumu, 2012, Ne 45, cr. 6257), npukasom DPCTOK Poccum
or 18 deBpams 2013 r. Ne 21 «O6 yrBepxaeHun CocraBa H COIEpPXKaHHA
OpraHH3allMOHHBIX U TEXHUYECKHX Mep Mo obecnieyeHuio 6€30nacHOCTH MEPCOHATBHBIX
OaHHBIX NpH X 00paboTke B MHPOPMALMOHHBIX CHCTEMAaxX NMEPCOHAIBHBIX JaHHBIX»
(3apeructpuposan Muntocrom Poccun 14.05.2013, peructpanuonHsrii Ne 28375).

Mepbl no obecriedeHnIo Oe3omnacHoCcTH nepconam;nmx AaHHBIX IIpH HX
o0paboTke B MH(YOPMAIMOHHEIX CHCTeMaxX NEpCOHaNbHBIX AaHHBIX (aanee — UCIIAn)
TaMOXeHHBIX opraHoB Poccuiickoii (®enmepanyu, opraHu3alMAX, HaXONAIIKMXCA B
Benennn PTC Poccun (nanee — TtaMoXXeHHbIE OpraHbl), NPUHHMAIOTCH U 3allMThl
NEPCOHANbHBIX MNAHHBIX OT HEMPAaBOMEPHOro HWIH CIy4aHHOro MAOCTYNa K HHM,
YHHYTOXKEHHs, HM3MEHEHHs, OJIOKHpOBaHHA, KOMHPOBaHHWS, NPEAOCTaBICHHS,
pacnpocTpaHEHHs TIEPCOHANBHBIX JAaHHBIX, a TaKXe OT HHBEIX HENPaBOMEPHBIX
NEHCTBHMA B OTHOIIEHMHM IIEPCOHAIBHBIX JaHHBIX, obOpabateiBaeMbix B HWCIIH
TAMOXXEHHBIX OPTaHOB.

Hacrosmpe TpeOGoBaHHA He pacpOCTPaHAIOTCS Ha BOMpPOCH obecneyeHUs
6e30MacHOCTY MEPCOHANBHBIX [JAHHBIX B TaMOXKEHHBIX OpPraHaxX, OTHECEHHBIX B
YCTaHOBJICHHOM TMOPSAJAKE K CBEACHHSAM, COCTABIAIOIIAM IOCYJapCTBEHHYIO TaiiHy, a
TaK)X€ MeEpBI, CBA3aHHBIE C NPUMEHEHHEM IHQPPOBAIBHBEIX (KPHNTOrpapuUyecKUx)
CPEACTB 3alUUTHl HHPOPMaLIHH.

Hacrosimue TpeGoBaHus 06A3aTe/IbHEL AJIS BBINOJIHEHHS BCEMH JODKHOCTHBIMH
JMHLAMH TaMOXEHHBIX OpPraHoB, B YbH CIy)X€OHBIE M JOJDKHOCTHEIE O00S3aHHOCTH
BXOAMT 06paboTka nepcoHabHbIX AaHHBIX B UCIT/[H TaMOX€HHBIX OPraHoB.

II. Obecneyenne Ge3onacHOCTH EPCOHANBHBIX JAHHBIX B TAMOXXEHHBIX OpraHax
npu ux oO6paborke B MCII/IH TaMO)XEHHbBIX OPraHoOB

2. be3omacHOCTh MEPCOHAIBHBIX MOaHHBIX NpH HMX 06paborke B HCILIH
TaMOXCHHBIX OpraHoB ofecnieynBaeT oONEpaTop MM JIMLO, OCYILECTBIAIOLIEE
06paboTKy MepcoHANBHBIX NAHHHIX M0 NOPYYEHHIO ONEPATOpa, B COOTBETCTBHMH C
3aKOHOaTenbCcTBOM Poccuiickoit depepanuy.
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Jis BbIMONHEHHs paboT o obecreyeHUI0 6€30MaCHOCTH NEPCOHATBHBIX NaHHBIX
npu ux obpabotke B MHCII[IH TaMOXEHHBIX OpPraHoB B COOTBETCTBHH C
3aKOHOATeNnbCcTBOM Poccuiickod ®enepallid MOTYT MNpHBIEKaTbCs Ha JOrOBOPHOM
OCHOBE IOpPUAHYECKOEe JIMLO WIH HHOWBHAYAIbHEIH IpeANpHHHUMATENb, HMEIOWHe
JULEH3MI0 Ha JEATeNbHOCTh 110 TEXHHYECKOHW 3aliuTe KOHQHAEHUHATIbHOM
HH(popManHH.

3. Meps! no obecnieueHno 6€30MacHOCTH NEPCOHANBHBIX JaHHAIX B TAMOXEHHBIX
opraHax peamusyiorci B MCIIJIH TamoXeHHbIX OpraHoB IIpH €€ CO3JaHHH B
COOTBETCTBUM C IoOcTaHoBlneHHeMm IlpaButensctBa Poccuiickoit  @Dexepauuu
ot 1 HosiOpa 2012 r. Ne 1119 «O6 yTBepxaeHun Tpe6OBaHHH K 3alIATE EPCOHATBHBIX
JaHHBIX NpH HX 00paboTke B HHPOPMAIHOHHBIX CHCTEMAX NEPCOHANBHEIX JaHHBIX» H
HO/DKHBI OBITH HANpPaBIEHBl Ha HEHTpaNM3auMio aKTyalbHBIX YIpo3 6e30macHOCTH
NEepCOHAJIBHBIX JaHHBIX B TAMOXXE€HHBIX OpraHax.

4. Meps1 no obecrniedeHno 6€301acHOCTH NEPCOHANBHBIX JaHHBIX B TAMOXKEHHBIX
OpraHax peaju3yloTcs B TOM uyHcie nocpeacrBoM npuMeHeHus B MCI/IH TaMmoxeHHBIX
OpPraHoB CpPEACTB 3allMThl HH(OPMalMH, NPOIIEAIIHX B YCTAaHOBJIICHHOM NOpsaKe
npoueaypy oueHku  coorBercTBusi  (PykoBomsmui  aokymeHT.  Cpencrtsa
BBIYMCIMTENBHOH TEXHHKH. 3allMTa OT HECaHKUMOHMPOBAaHHOIO AOCTyma K
nHpopMmauwy. ITokasaTeNM 3amMIMEHHOCTH OT HECAaHKLUHOHHMPOBAHHOIO JOCTYma K
HHOpopMauuH (yTBepikIeH pemeHHeM [ocynapcTBEHHONW TEXHHYECKOM KOMHCCHH NpH
IIpesnnente Poccuiickoii ®enepaiu ot 30 Mapta 1992 r.), Pykosoasiuui JOKyMEHT.
3ammMTa 0T HECAaHKIIMOHHUPOBAHHOIO Joctyna K uHpopmauuH. Yacte 1. TIporpammHoe
obecrieueHue cpeacTB 3aMThl HHpopmauuu. Knaccudukanus mo ypoBHIO KOHTPOJISA
OTCYTCTBMS  HEJCKIapUPOBAaHHBEIX  BO3MOXHOCTeHi  (YTBEPXAECH  pellieHHEM
I'ocynapcTBeHHOH TexHMueckoil koMuccuu npu [Ipesupente Poccuiickoit @enepannu
oT 4 uoHs 1999 r. Ne 114), B cnyyasx, xorjga NpUMEHEHHE TaKUX CPeACTB HEOOX0AUMO
AN HEHTpanM3allMM aKTyalbHBIX Yrpo3 0e30macHOCTH MNEPCOHANBHBIX NaHHBIX B
TaMOXXEHHBIX OpraHax.

5. be3onacHOCTh NEPCOHAJBHBIX NAHHBIX B TAMOXCHHBIX OpraHax IpH HX
o6pabotke B UCIIJIH TaMOXeHHBIX OpraHoB 06ecredyHBaeTCs MOCPEACTBaM:

1) onpeneneHus B COOTBETCTBHH ¢ TpeGOBaHUAMH METOOUKH ONpeeeHHs yTpo3
Ge30MacHOCTH MEepPCOHAIBHBIX MAAHHBLIX NpU HMXx 00paGoTke B HHGOPMALMOHHBIX
CHCTEMaX TMEpPCOHANBHBIX [JaHHBIX, YTBEpP)XIEHHOH 3aMECTHTENEM AHPEKTOpa
®CTIK Poccuu 14 ¢peppans 2008 roaa, 1 ¢ yyeToM npoBeeHHUsI OLEHKH BO3MOXHOIO
Bpena yrpo3 6e30MacHOCTH NEPCOHANBHBIX MaHHBIX B TaMOXXEHHBIX OpPraHax B 4acTH
THIIa aKTYaJIbHBIX Yrpo3 66301’IaCHOCTPI NEPCOHANIBHBIX JaHHbIX B TAMOXXCHHBIX OpraHax
¥ HeoOXOJHMMOro ypOBHS 3aIUMIIEHHOCTH MEPCOHAIBHBIX JAHHBIX B TaMOXEHHBIX
opraHax;

2) onpeneneHUs cocTaBa H COfepXaHHs Mep IO oOecrneueHHI0 Ge30MacHOCTH
NEepCOHANbHBIX [AaHHBIX B TaMOXEHHBIX OpraHax, BblOOpa CpENCTB 3allMTHI
udopmaunu HMCII[Js TtamoxeHHBIX opraHoB. IIpM HEBO3MOXHOCTH TEXHHYECKOH
peanu3allMM  OTHENBHBIX BBIOpaHHBIX Mep MO obecrneuyeHHI0 0e30MacHOCTH
NEpCOHANBHBIX JaHHBIX, oOpabareiBaempix B HMCIIJ[H, a Takke ¢ yuyerom
9KOHOMHMYECKOH wUenecoobpasHocty B OTC Poccur Ha 3Tamax ajzanTtanuu 6a3oBoro
Habopa Mep M (MnM) YTOYHEHHS afanTHpOBaHHOro 6a30Boro HabGopa Mep MOrYT
pa3pabaTeIBaTECS HHBIC (KOMIIEHCHPYIOLIME) MEpBI, HANIPaBJIEHHEIE HA HEHTPAIU3ALMIO
aKTyalbHBIX Yrpo3 6e30IaCHOCTH NMEPCOHANBHBIX JAHHBIX TaMOXXEHHBIX OpraHos. B
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3TOM CiIyyae B xofe paspaborku cpencts 3amutsl HHGpopmauun MCIT{H TaMoxeHHBIX
OpraHoB IpPOBOOUTCA OOOCHOBaHHME NPHUMEHEHHS KOMIICHCHPYIOIIMX Mep A
obecneyeHus 6€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX B TAMOXKEHHBIX OpraHax,

3) oueHKH 3GQEKTHBHOCTH INPHHHMAEMbIX M PEAJIM30BAHHBIX MeEp IO
obecredeHuI0 GE30IaCHOCTH MEPCOHANBHBIX NaHHBIX, obpabaTeiBaeMbix B UCII[H
TaMOXXEHHBIX opraHoB. OueHka 3 )eKTHBHOCTH PEATH30BaHHBIX MEp N0 00eCneYeHHIo
0€30MMacCHOCTH TEepPCOHAIBHBIX NAaHHBIX B TAMOXEHHBIX OpraHax B paMKax CHCTEMBI
3amuThl MCIIJIH TaMOXXEHHbBIX OPraHOB MPOBOJMTCS OIIEPATOPOM CAMOCTOSTENIBHO HITH
C NpHBIEYEHHEM Ha JOTOBOPHON OCHOBE IOPHAMYECKHMX JHL U WHAUBHIYalnbHBIX
NpeJIpUHUMATENeH, HMEIOMUX JIHIEH3HI0O Ha OCYINECTBICHHE JEATEIBHOCTH IO
TEXHHYECKOM 3amqure KOHQHUAEHUHWANbHOH HHpoOpMauMH. YKa3aHHad OLCHKA
IPOBOAMTCS HE peXke OJHOrO pa3a B 3 roza;

4) y4yeTa, 3alIMThl MAIIUHHBIX HOCUTEJNIEH NIEPCOHANBHBIX JAHHBIX B TAMOXCHHBIX
opradax (cpeactB 060paboTkm (XpaHeHHsS) MEPCOHAIBHBIX MHAHHBIX, CBEMHBIX
MalIMHHBIX HOCHTENIEH NEepCOHAIBHBIX MaHHBIX) IS HCKIIOYEHHA BO3MOXXHOCTH
HECaHKIJHOHHPOBAHHOI0 JOCTYMa K MAIIWHHBIM HOCHTENIAM H XpaHAIIMMCS HA HHX
NIEPCOHAIIBHBIM AAaHHBIM, a TaK)X€ HECAHKIMOHHPOBAHHOI'O HCIIONIb30BaHUS CHEMHBIX
MAaLIMHHBIX HOCUTENEH NTEpCOHAIBHBIX JAHHBIX B TAMOXKEHHBIX OpraHax;

5) o6napyxenus aeiictBuit B UCIT/[H TaMO)XeHHBIX OpraHoOB, HalpaBJI€HHBIX Ha
HECaHKUOHHUPOBAaHHBIH AOCTYN K HH(pOpMalyy, CHeNUaIbHBIC BO3JACHCTBHA Ha
HUCII[lH TaMOXEHHBIX OpraHoB M (WJIH) IEPCOHAIBHBIE JaHHBIE B TaMOXXEHHBIX
OpraHax B LeJAX JOOBIBaAHHSA, YHHUTOXKEHHUS, HCKaXEHHUs M OJIOKMpOBaHHA NOCTyNa K
NEpCOHANBHBIM JAHHBIM B TAMOXEHHBIX OpraHax, a TalOK€ peardpoBaHHE Ha 3TH
JIeHCTBHUS,

6) obecnieuenus unenoctHoctu UCIIJIH TaMOXXeHHBIX OpraHOB M NEPCOHANBHBIX
HaHHBIX, oOpabaTthiBaeMbix B MCIIJ[H Tamoxennsix opraHoB. (Obecneuenue
LIEIOCTHOCTH JOJDKHO TapaHTHpoBaTh OOHapyxeHHe (PaKTOB HECAHKIIMOHHPOBaHHOIO
HapymieHus wdenocTHocTh MCII[IH TaMOXXEHHBIX OpPraHOB M COJAEPXallMXCs B HEH
HNEPCOHANBHBIX NaHHBIX, a TaKxe BO3MOXXHOCTh BoccTaHoBIeHHss UCIT/IH TaMOXEHHBIX
OpraHoB H COepXalleiica B Hel MepCOHATbHBIX JaHHBIX;

7) obecrieueHuss yNpaBleHHS NIpaBaMH H HPHBWIETHSMH CyOBEKTOB IOCTYyIa,
pasrpaHM4YeHHss JOCTyna CYOBEKTOB HOCTyma K OO0beKkTaM [AOCTylla Ha OCHOBE
COBOKYNMHOCTH ycTaHOBIeHHbIX B MCIIJIH TaMOXeHHBIX OpraHoB MpaBHI
pa3rpaHHuYEHHs] [OCTyNa, a Takke o0ecrnedyeHHs KOHTpOJid 3a coOMofieHHeM 3THX
[IpaBuIL;

8) perkcTpanuu coObITHiI 6€30MacHOCTH, KOTOpas AOKHa obecrevnsars coop,
3allMCh, XpaHEHHE M 3alUUTY WHpopMauuu o cobmTusx Oe3zomacHoctd B HUCIIH
TAMOXEHHBIX OPraHoOB, a TaK)Ke BO3MOXXHOCTh MPOCMOTpPa M aHAIW3a MHQOPMAalHH O
TaKHUX COOBITHAX U pearipoBaHKUE Ha HUX;

9) sammTBl  TEXHHYECKHX  CPEACTB, KOTOpas  JOJDKHA  HCKIIOYaTh
HECAaHKUHOHHUPOBAHHBIM JOCTYynn K CTAallMOHAapPHBIM TEXHUYECKHM CPEJCTBaM,
00pabaThIBalOMM NEPCOHAJIBHBIE JAHHbIE B TaMOXEHHBIX OpraHax, CpeIcTBaM,
obecneynBatonuM  QyHkunonupopanue WICIIJ[H TaMOXEHHBIX OpraHoB, H B
TIOMELIEHUS, B KOTOPBIX OHH IOCTOSTHHO PacroOKeHbI, 3allUTY TEXHHYECKHX CPEACTB
OT BHEIIHHX BO3JEMCTBHM, a TalKe 3alUTy [MEPCOHAIBHBIX JAHHBIX, MPEICTABIEHHBIX
B BUJ€ HHQOPMATUBHBIX DJIEKTPHYECKUX CHTHAIOB H (PH3MUECKHUX TOJIEH.
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6. KonTponb 3a NpHHEMacMBIMH MepaMH II0 00eclie4eHHI0 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX B TaMOXCHHBIX opraHax, oOpabareiBaeMbix B HCIl/H
TaMOXEHHBIX OpraHos, ypoBHsA 3amuiieHHoctd MCII/IH TamMoXEeHHOro opraHa

BO3NIAraeTcA Ha MOJpa3fe/ieHHs HHGOPMALMOHHOH O6e30IaCHOCTH M TEXHHYECKOMH
3aI0HTHl HH)OPMALIMH COOTBETCTBYIOLIErO TAMOKEHHOIO OpraHa.

Havanphux I'naBHOro ynpasnenus

HH(POpMalIHOHHBIX TEXHONOTHH

J.B. Janunun



